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Welcome to The Human Factor: Preventing Social Engineering Attacks as an SME. Today we will
discuss

* what social engineering is

¢ why it’s successful

* how it can be prevented

* some difficulties in it’s prevention

* and some final thoughts

So, firstly, what is social engineering? Social engineering focuses on the manipulation of human
psychological factors rather than network or system vulnerabilities to extract sensitive data. In this

presentation we will focus on three high-level human factors that fit this description.

The first human factor is
* Lack of knowledge and memory failure.
o This factor tends to coincide with man-in-the-middle attacks, which trick victims into
disclosing sensitive information by pretending to be a popular or trusted website.
o This is a popular form of attack because employees, especially those in non-IT roles,
don’t know, or have trouble remembering, the various checks one should perform
when visiting a website, such as verifying the URL, making sure the site uses HTTPS, and

has an up-to-date SSL certificate.

The second human factor is

*  Faulty reasoning and judgment
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o This factor tends to coincide with phishing attacks, where victims are sent malicious
emails asking for sensitive information. As positive email experiences over time builds
trust, this habituates the email process and deten-desensitizes certain phishing
characteristics, such as feigning authority to induce fear, that an attacker can take

advantage of.

The third human factor is
e Casual values and attitudes about compliance

o This factor can lead to many attacks. Physical artifact attacks is one, where a victim is
given a malicious CD or USB drive that can infect their system or the company network.
Another is malicious insiders, like an employee who steals company secrets to sell to
the highest bidder.

o Preexisting beliefs are the determining factor in compliance attitudes, and this presents
a unique obstacle when providing training because the organization must convince the

employee that their security preferences and protocols should take precedence.

So, in light of these factors, how can social engineering be prevented?

Prevention comes with the cooperation of two levels of company behaviour:

* the organization level and

* the employee level

At the organization level, companies should have
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* asecurity-minded culture; one which prioritizes specialized training, rewards compliance
with security protocols, and encourages peer accountability.

* Secondly, training should be based on the needs of the employees. Surveys and focus
groups can be conducted to assess gaps in relevant knowledge which can then be applied
to training programs to provide holistic security understanding at the employee level.

* Finally, a culture of follow-through encourages employees to match what they’ve learned in
training to their behaviour on the ground. If protocols are taught but not enforced,
employees have no incentive to follow them. This is an important yet nuanced aspect of
safety culture that requires a strong motivation at the executive level to prioritize security

practices in the workforce.

These organization-level factors should lead to employee
* motivation
e capability

* and opportunity

If the company culture expects compliance, employs tactics to reward or encourage compliance,

and avoids incentivizing non-compliance in high-stress situations, then employees are more likely

to comply with security protocols.

So, how might this be applied to the human factors previously outlined?
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For lack of knowledge and memory failure it’s important to first identify weaknesses and strengths
in employees’ knowledge. Surveys, questionnaires, or focus groups can facilitate the collection of

this data, and influence the content of relevant training programs.

Employees should always know the how and why of what they’re being asked to do. Logic is an
essential factor in security compliance, so cultivating this deep understanding at the employee

level can instill mindfulness and responsiveness.

It's also important to consider the learning capacity of employees by their position in the company.
A data entry clerk wouldn’t need the same high-level understanding as, say, the CTO; but she

would need to understand her role in the security matrix.

Now, with faulty reasoning and judgment, a culture of questioning and a team-backed atmosphere
are important for mitigation. Asking teammates and superiors about the authenticity of an email
or phone call, and not facing punishment or admonishment for doing so, would instill a level of
trust among employees and management, and could foster the desire to be more proactive about

verifying unusual requests at every level.

Training and testing are also important with this factor. Employees need to know how to avoid
lures sent out by malicious actors, and organizations should facilitate simulations to provide helpful
feedback without admonishment. Avoiding phishing scams can be incredibly intuitive, so
compassion for mistakes during simulations and training exercises should be present to reinforce a

culture of questioning.
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Lastly, when dealing with casual values and attitudes about compliance, research has shown that
both benefits and consequences are not full-proof deterrents to non-compliance. That said, it is

still important to incentivize following the rules.

Emphasizing the benefit of compliance over non-compliance should go a long way to incentivize
cooperation regardless of preexisting beliefs. Following through with consequences and rewards

are very important in this regard. Employees need to be able to trust what they’ve been told.

Of course, difficulties can arise when trying to implement a comprehensive security policy. The
budget, time, and training capabilities of the organization are all factors in successful social
engineering prevention and the proper balance of these factors depend on the individual

circumstances of the companies themselves.

But at the employee level it is important to integrate an understanding of how low-level
psychological factors can circumvent security protocols no matter the quality of training, time, and

capabilities.

Low-level psychology is innate in all humans, and is completely dependent upon personality. These
factors allow humans to cooperate in society and are a requirement of socialization. That means
they are low-hanging fruit for malicious actors to manipulate. An employee with a high desire to be

liked could be vulnerable to faking supplication, while a high level of gullibility could be vulnerable
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to faking authority or inducing fear. Understanding of how these innate drives can override

common sense are crucial to comprehensive social engineering prevention.

At the same time, implementation of security policies must satisfy all legal and ethical guidelines
during training and simulation processes. This can actually hinder security policy implementation if

measures taken to monitor employees violate their ethical and legal rights.

Companies must safeguard themselves, but not at the expense of the privacy of the individual.
Device and personnel regulation must be in line with GDPR statutes, as well as ethical regulations.
Spyware, excessive logging, excessively specific phishing lures, and draconian policies should be

avoided.

So, in conclusion, in this presentation we have discussed the importance of social engineering in
cybersecurity prevention, common human factors that can facilitate malicious attacks, how
companies can promote a secure culture and provide comprehensive training, and ethical and
legal considerations. | hope these topics have provided a foundation of understanding to better

prevent social engineering in your company, and thank you for your kind attention.
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