
The Human Factor
Preventing Social Engineering Attacks as an SME

(EasyDMARC, 2022)
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Topics Of Discussion

● What is social engineering?

● Why is it successful?

● How can it be prevented?

● What are some difficulties in prevention?

● Final thoughts
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What is Social Engineering?

Social engineering focuses on the 

manipulation of human psychological 

factors rather than network or system 

vulnerabilities to extract sensitive data 

(Cains et al., 2015).

(ExpressVPN, 2021)



4

High-Level Human Factors (CERT, 2014)

● Lack of knowledge and memory failure
– Tends to coincide with Man-in-the-Middle attacks (Erkkila, 2011;

Mohanakrishnan, 2022)
● Faulty reasoning and judgment

– Tends to coincide with Phishing attacks (Butavicius et al., 2015)
● Casual values and attitudes about compliance

– Can lead to many attacks, such as physical artifact attacks or 
malicious insiders (Esmail, 2015; Raywood, 2018)

https://www.spiceworks.com/user/about/ramya-mohanakrishnan
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How Can Social Engineering Be Prevented?

(Savvy Security, 2022)
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How Can Social Engineering Be Prevented?

X
(Savvy Security, 2022)
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How Can Social Engineering Be Prevented?

Organisation level
(Survey Legend, 2021)



10

How Can Social Engineering Be Prevented?

Employee levelOrganisation level
(Survey Legend, 2021) (Tada, 2021)



11

How Can Social Engineering Be Prevented?

Organisation level Employee level
(Survey Legend, 2021) (Tada, 2021)

Culture
(Al-Darwish & Choe, 2019)



12

How Can Social Engineering Be Prevented?

Organisation level Employee level
(Survey Legend, 2021) (Tada, 2021)

Culture
(Al-Darwish & Choe, 2019)

Training
(Butavicius et al, 2015)



13

How Can Social Engineering Be Prevented?

Organisation level Employee level
(Survey Legend, 2021) (Tada, 2021)

Culture
(Al-Darwish & Choe, 2019)

Training
(Butavicius et al, 2015)

Follow-through
(Mahmood et al., 2007)



14

How Can Social Engineering Be Prevented?

Organisation level Employee level
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How Can Social Engineering Be Prevented?

Organisation level Employee level

Motivation
(ENISA, 2018)

Capability
(ENISA, 2018)

Culture
(Al-Darwish & Choe, 2019)

Training
(Butavicius et al, 2015)

(Survey Legend, 2021) (Tada, 2021)

Opportunity
(ENISA, 2018)

Follow-through
(Mahmood et al., 2007)
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● Lack of Knowledge & Memory Failure (Butavicius et 
al., 2015; Nobles, 2022)

● Identify weaknesses and strengths in knowledge 

● Identify the how and why

● Instill mindfulness and responsiveness with learning 
capacity in mind
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Faulty Reasoning & Judgment (Butavicius et al., 2015; 
Cains et al., 2015; CERT, 2014; Nobles, 2022) 

● A culture of questioning

● A team-backed atmosphere

● Training and simulations

● Trust and compassion

(Vantage Circle, 2023)
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Casual Values & Attitudes About Compliance 
(Benbasat et al., 2010; Nobles, 2022; Mahmood et al., 
2007)

● The carrot or the stick?

● Benefits and consequences

● Incentivize following the rules

● Follow-through culture

(Roser, 2017)
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Difficulties in Social Engineering Prevention (Nobles, 
2022)

(Productivity Guy, 2020)
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Low-Level Psychology (Allsopp, 2014)

(ESET, 2023)
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Law & Ethical Considerations (Cain et al., 2015; GDPR, 
2018; Malan et al., 2013)

● Observation, privacy, and control

● Device use and restrictions

● Training, testing, and consequences (Freepik, n.d)
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Final Thoughts

● Social engineering prevention

● High-level human factors

● Secure culture promotion

● Legal and ethical considerations
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Final Thoughts

Thank you!
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