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1. Introduction

This report outlines a development model of the Smart Home security

system detailed in Kodali et al. (2016). The system requirements, behaviour,

and structure of the package are provided along with an attack tree and CVSS

calculations to provide a quantified vulnerability assessment and mitigations.

The model  is  meant  to  provide a  comprehensive  schematic  for  subsequent

application development.

2. Smart Home System 

Kodali  et  al.’s  (2016)  Smart  Home  security  system proposes  a  “Wire

Home security and Home automation […] system [which] sends alerts to the

[home] owner over voice calls using the Internet” (Kodali et al., 2016: 1286).

S/he can then use pre-programmed keypad arguments to control linked devices

and/or alert police of a breach.
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Figure 1: Package Diagram of Full Model Organisation



SysML-Lite as described by Friedenthal et al. (2015) has been utilized to

provide a development model of this system. This lightweight version of SysML

was chosen due to the limited scope of the project, as can be seen in Figure 1.

The system has physical, front-end, and back-end requirements (Figure

2). Microservices are used both to connect to physical sensors and to provide

behaviour  arguments.  The  system

structure of these requirements can

be  seen  at  Top-Level (Figure  3),

Setting Interface (Figures 4 & 5) and

Breach Notification (Figures 6 & 7)

abstractions. It should be noted that

Ibd diagrams’ proxy port behaviour is marked at the beginning (closest) node.
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Figure 2: Package Requirements

Figure 3: Application Structure: Top-Level
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Figure 4: Settings Interface System Hierarchy

Figure 5: Settings Interface Interconnection
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Figure 6: Breach Notification System Hierarchy

Figure 7: Breach Notification Interconnection
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Figure 9: Deploy Breach Notification

Figure 8: Update Settings Interface



These  structures  should  produce  two  main  activities:  updating  the

Settings  Interface  to  reflect  owner  preferences  (Figure  8)  and  deploying  a

breach notification (Figure 9) to the owner’s mobile phone if the appropriate

smart sensors are triggered. 

3. Vulnerabilities

    IoT Smart Home systems are subject to

various critical vulnerabilities. In an effort to

quantify the severity of these vulnerabilities,

FIRST(n.d.)  has  developed  the  Common

Vulnerability Scoring System (CVSS) (Table 1).

This  system  derives  a  “Base  equation  […]

from  two  sub-equations:  the  Exploitability

sub-score equation and the Impact sub-score equation.” (FIRST, n.d: 4) which

produce an overall severity rating (see Appendix I).  Table 2 outlines the most

relevant IoT vulnerabilities to the Smart System, along with their severity rating

and possible attacks.

Table 2: IoT Vulnerabilities
Vulnerability Severity Possible Attacks References

Lack of MFA 8.1
• Brute-force
• Flooding
• Man-in-the-Middle 

Hui et al., 2020; 
Gamundami et al., 
2018; Mitre, 2018a

Lack of Role-
Based Access 
Control

9.1
• Privilege escalation
• Reflection
• Cryptographic

Thilakaranthne & 
Wickramaaarachchi, 
2018; Mitre 2018b; 
Mitre 2018c
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Table 1: CVSS Rating Severity
Rating CVSS Score

None 0.0

Low 0.1 – 3.9

Medium 4.0 – 6.9

High 7.0 – 8.9

Critical 9.0 – 10.0



Insecure 
Communications 
Protocol Usage

7.5
• Network sniffing
• Injections
• Forgery/tampering

Barcena & Wueest, 
2015

Lack of End-to-
End Encryption 9.8 • Data disclosure

• Credential disclosure
Berlove, 2023; 
Gamundami et al., 
2018 

Attacker Physical 
Access to 
Devices

6.8
• Authentication defeat
• Rogue Integration 
procedures

• Cache data disclosure

Allsopp, 2009; Mitre, 
2018d; Mitre, 2018e;
Schneier, 2021

Exploitation of 
Out-Dated 
Firmware

9.8

• Remote code execution
• Cross-site request 
forgery

• SQL injection
• Cross-site scripting

Ge et al., 2022

Exploitation of 
Downloaded 
Malware

5.4
• Replace file extension 
handlers

• Install Rootkit
• Modify existing service

Dou et al., 2020; 
Lakshmi & Mathane, 
2021; Mitre, 2018f; 
Mitre, 2018g; Mitre 
2018h

Data Collection 
without Consent n/a

• Web scraping
• Network topology 
mapping

• Documentation 
disclosure

Amale,2021; Ball, 
2022; Mitre 2018i 

Rating Average 7.063

Standard Deviation 3.232

p-Value 0.014

A one-sample,  one-tailed t-Test  was performed against  a hypothesized

mean of 3.9, as this is the highest low-severity score possible within the CVSS

framework. The t-Test type was chosen because of the small sample size and

because our hypothesis  contended that  our mean rating average would  be

higher than our hypothesised mean (Berenson et al, 2015). The rating average

suggests that these vulnerabilities present a high risk as a unit (see Appendix II
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for  full  statistical  results).  This  is  confirmed by the p-Value,  which finds the

probability  that  the  sample  mean and  hypothesised  mean  are  equal  to  be

1.4%.

 

The attack tree (Kordy & Schweitzer, 2015) in  Figure 10 illustrates the

relationship  between  these  vulnerabilities  and  attacks.  Mitigation

implementation is labeled in the Requirements Diagram (Figure 2) in Section 2,

and encompasses the API (Siriwardena, 2020), server (La Lau, 2021), database

(Django, 2023), and front-end (Django, 2023) level for comprehensive security.

4. End Summary

In this report, a development model detailing Kodali et al.’s (2016) Smart

Home security system has outlined the requirements, behaviour, and structure
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Figure 10: Attack Tree with Mitigations



of  the  system.  Key  system vulnerabilities  have  been  discussed,  along  with

coinciding CVSS ratings, attacks, and mitigations. The proposed model should

provide a comprehensive schematic for subsequent application development. 
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6. Appendices

6.1 Appendix I

Figure 11: Lack of multi-factor authentication

Figure 12: Lack of Role-Based Access Control

15



Figure 13: Insecure Communication Protocol Usage

Figure 14: Lack of End-to-End Encryption
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Figure 15: Attacker Physical Access to Devices

Figure 16: Exploitation of Out-Dated Firmware
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Figure 17: CVSS Scores for Exploitation of Downloaded App Malware

Figure 18: CVSS Scores for Data Collection Without Consent
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5.2 Appendix II

Table 3: Full Statistical Analysis
Calculation Result Equations

Mean ( x̄ ) 7.063 t-Statistic: 

t= x̄−μ
σ x̄

Standard deviation ( σ ) 3.232

Standard error of mean ( σ x̄ ) 1.143

Count 8.000

Median 7.800

Quartile 1 6.450

Quartile 3 9.28

Inter-quartile range 2.83 p-Value: 

                     H0

            t∗≷α
                     H1

Degrees of freedom 7

Hypothesised mean ( μ ) 3.9

Alpha ( α ) 0.05

t-Statistic ( t∗ ) 2.768

p-Value 0.014
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