Formal Modeling for Secure Software Design
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Formal Modeling (Chondamrongkul et al.,2021)

Describes the structure and behaviour of a design

Sets formal descriptions of security requirements

Has a framework for architectural design

* The analysis tools are tailored specifically to the project needs
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Formal Modelling (preyumkr, 2022)

* Robust and specific to application architecture
* Can encompass formal and informal testing methods
* |s much more expensive

* Is much more time consuming than automated testing
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Formal Modeling

* Though expense and time are more resource intensive, Formal

Modeling Is superior to automated testing for the following
reasons:

* Automated testing follows a script, so random or overlooked
vulnerabilities can be missed

* Only formal modeling can encompass formal and informal testing
methods, which better mirror real-world attack vectors

|t satisfies the testing requirements within the Software Life Cycle
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