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Why APIs?

Table 1: Common API Vulnerabilities (Badhwar, 2021; Ball, 2022; Diaz-Rojas et al., 2021)

Common API Vulnerabilities

Information Disclosure

Lack of Resources/Rate Limiting

Broken Object Level Authorisation (BOLA)

Broken Function Level Authorisation (BFLA)

Broken User Authentication

Mass Assignment

Excessive Data Exposure

Security Misconfigurations

Injections

Improper Assets Management

Business Logic Vulnerabilities

Insufficient Logging and Monitoring

ﬁ
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* API vs Web App security (Ball, 2022; Siriwardena, 2020)

* Depth and scale

Endpoint exposure (Begum et al.,
2018)

Micro-services (Irfan et al., 2023)
Data Sharing (Gu & Mendoza, 2018)

Cloud computing (Ariffin et al.,
2020)

e Uncommon vulnerabilities

Traditional IDS ineffective (Ball,
2022)

Design-specific attack surface
(Munsch & Munsch, 2021)

Customized architecture and
zero-day logic flaws (Ball, 2022)
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Vulnerability Detection

* Reconnaissance
- Essential for vulnerability test reliability (Ball, 2022; Perumal et al.,
2021)

* Time intensive (Akshay et al., 2022)
- Manual search
- Manual compilation

* Large breadth and depth (Akshay et al., 2022; Feng et al., 2020)
- Multiple sources
- Multiple data types
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- IoT (Dong et al., 2021)
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2021)
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* Akshay et al.’s study (2022) in automated
reconnaissance for web applications

» Comprehensive recon

* Web crawling = subdomains, credentials

* Multi-threading API-specific

* Malleable data output
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Research Question

Hypothesis:

Web crawling can automate key aspects of API
reconnaissance to improve labour and time
requirements for API vulnerability testing
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Research Question - Aims and Objectives

* Aims * Objectives
~ Robust automated - Identify aspects most adept
reconnaissance for automation
- Essential information - Program algorithms
* Target API * Identify, crawl, categorise
- Data output - Program algorithms

+ Further investigation and  Data sorting and presentation

manipulation * .pdf &.csv
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- Endpoints
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- Two stages (Ball, 2022)

* | Passive Recon * Active Recon
- API endpoints - Scanning and pinging
- Credentials - HTTP requests
- Documentation - API calls
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Passive API Reconnaissance
(Ball, 2022; Bhavsar & Chudasama, 2021; Paxton-Fear, 2022)

Phase One

* Breadth and depth

* OWASP Amass
* Google ‘dorking’
 Shodan

* ProgrammableWeb

Phase Two
* Info consolidation

* Sensitive information
* Github
* Exploit DB (Offsec, 2023)
* HackerOne (2023)

* PasteHunter

Phase Three

* Documentation
* Text document
* Screenshots

* Task list
* Active scanning

* Exploitation
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Literature Review

* Web scraping
- Uses HTTP protocol for data extraction (Khder, 2021)
* Particularly relevant for API data (Ball, 2022)
- Can be keyword-specific (Hossain et al., 2020)
* Targets specific topics throughout the internet
- Varied sampling methods (Gupta et al., 2018)

* Vertical or horizontal sampling
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* Web crawling
- An extension of web scraping (Biswas & Nigam, 2021)
* Link hopping or robot.txt
- Surface and dark web (Amale et al., 2021)
* The TOR channel and crawling depth
- General and focused crawlers (Arun et al., 2022)

* Depends on needs of program
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:
* Web crawling

| Setting URLs in queue |

- Adapted from Hossain et al., 2020 | GetURLftquueue R—
* Focused crawler | VisitURIﬁnqueue |
* Decision tree model [ save thedocumetwts from the URL |
- Vertical sampling (Arauza et al., 2021) | ExtractlinksfrorE the documents |
* Fitness value (Navaneethan & Rajiv, 2021) [ Addlinked Rstoquene ] LYes
- Naive Bayes classification

- Validity (Bouchard et al., 2017)

* p-Value Statistics
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Literature Review

* Python programming language
- Suitable for web scraping (Khder, 2021)
* Popular and simple syntax

- Suitable for ethical hacking (Arnold & Seitz, 2021)

* Object oriented programming

* Extensive libraries

- Suitable for Automation (Shamunesh et al., 2023; (Chandukiran et
al., 2023)
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- robot.txt (Biswas & Nigam, 2021)

- Server operation (Arauza et al., 2021)
* GDPR (2018)

- Privacy and data

(StickPNG, n.d.)
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Research Proposal

* Automate API reconnaissance for vulnerability testing
— Passive reconnaissance
* Python framework:

- Third party architecture
* OWASP Amass

- Original modules
*  Web crawling - endpoints, credentials, documentation

* Saved output

- .pdfand .csv
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- Only willing web applications
* Web Crawling

- Limited scrape rate

- Limited crawl rate
* GDPR (2018)

- Privacy and data parameters

(StickPNG, n.d.)
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