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1. Introduction

The following audit serves as a plan for the penetration testing of
http://bookacheckup.co.uk/index.php, a healthcare appointment-booking website. This audit will

examine and suggest:

healthcare service and privacy regulations

® PHP web application vulnerabilities

¢ an application-specific attack surface

e tools for vulnerability detection

® acomplete penetration test timeline

Testing results should provide guidance for subsequent cyber-risk management.

2. Security Statutes and Application Vulnerability

2.1 Healthcare Information Privacy

The following regulations are relevant to both healthcare service quality and patient privacy:

e GDPR (2019)
o security of patient appointment records

o security of patient health history

e HIPAA (1996)
o security of financial and personal information

o security of public health information and insurance records



e NIST (Barker et al., 2009)

o reliable service accessability

These standards have informed the following penetration testing foci.

2.2. PHP Vulnerabilities

PHP-based applications have demonstrated attack vulnerabilities (Table 1; see Appendix I). The

below have historical precident and should be thoroughly vetted during testing.

Table 1: Common PHP Vulnerabilities

Attack Name

Attack Type (Mitre,
2023)

Possible Attack Vector

Source

Attacker-Controlled
Input

Data modification

Application layer

Edmunds, 2016

Brute Forcing

Privilege elevation

Backend login

Mitre, 2023

Code Injection

Data modification

Input field

Backes et al., 2017

Modifying Cookies

Data modification

Application layer

Mitre, 2023

Cross-site Request
Forgery

Privilege elevation

Backend login

Pinto & Stuttard, 2011

Cross-site Scripting

Unauthorized
command execution

Input field

Gupta & Gupta, 2015

Denial of Service

Service disruption

Application layer

Shimatikov & Son,
2011

File Inclusion

Unauthorized
command execution

Input field

Gong & Zhao, 2015

Missing Authorization
Checks

Privilege elevation

Backend login

Shimatikov & Son,
2011

SQL Injection

Unauthorized
command execution

Input field

Backes et al., 2017

3. Penetration Testing

Though penetration tests are an essential aspect of application security management, limitations

(Pinto & Stuttard, 2011) such as




e undetectable vulnerabilities

¢ inaccuate attack severity

e penetration tester skill

may impact test findings. These limitations should be recognized and further action taken, if

necessary.

3.1 Application-Specific Testing

Prelimiary reconaissance of http://bookacheckup.co.uk/index.php found the following relevant

attack surfaces:

e HTTP (application layer)

o attacker-controlled input, cookie modification, DOS attack

e Customer information page (Figure 1)

o injection attacks, file inclusion, cross-site scripting

e Backend section (Figure 2)
o brute forcing, forgery attacks, authorization attacks, injection attacks, cross-site

scripting

e Password regeneration page (Figure 3)

o forgery attacks, scripting attacks, injection attacks, cross-site scripting

Actual testing would encompass any newly discovered attack surfaces. Any DOS or brute force

testing is recommended outside normal operation hours to avoid service disruption.
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3.2. Penetration Testing Tools

The following tools would be utilized during the penetration test:

e Nmap (Aharoni et al., 2011; Kaur & Kaur, 2017)
o port scanning
= benefits: many tool options, integrates well with other suites

= [imitations: IP/Network scan only

e Burpsuite (Khawaja, 2018; Li, 2021)
O proxy server
= benefits: includes a spider scanner, intruder tool, and repeater tab

= |imitations: some functions are license-only

e Nessus (Chauhan, 2018; Pauli, 2013)
o vulnerability scanning
= benefits: wide vulnerability range on networks and hosts

= |imitation: community version plug-ins are behind professional versions

e Metaploit (Aharoni et al., 2011; Jaswal & Rahalkar, 2019)
o vulnerability scanning and exploitation
= benefits: SMB Logins scan and third-party scan exploitation

= [imitations: better suited for infrastructure exploitation than web applications

4. Penetration Testing Timeline

Based on industry standards (Majiah, 2017), a penetration test for the vulnerabilities above would

require 17 days and 4.5 hours (Table 2).



Table 2: Penetration Testing Timeline

Activities Tools Duration
Web Application Reconaissance Search engine 1 day
Network Scan Nmap 2 hours
Fingerprint Web Application Burpsuite 1 day
Attacker-Controlled Input Burpsuite 2 hours
Brute Forcing Metasploit 2 days
Code Injection Nessus 1 day
Cookie Modification Burpsuite 30 minutes
Cross-site Request Forgery Nessus 1 day
Cross-site Scripting Burpsuite 2 days
Denial of Service Nessus 1 day
File Inclusion Burpsuite 1 day
Missing Authorization Checks Burpsuite 1 day
SQL Injection Nessus 2 days

Inclusive of the final report, findings would be presented 19 days after penetration test

commencement.

5. Conclusion

In this audit healthcare and cyber privacy statues, application attack surface, penetration testing
tools, and a timeline for testing have been proposed and discussed. Results are meant to guide

subsequent cyber-risk management.



6. Appendices

6.1 Appendix |

The attack classifications below have been assembled under the CAPEC framework (Mitre, 2023).

Attack Name Attack Likelihood Attack Severity Skill Level Required
Attacker-Controlled Medium Medium n/a
Input
Brute Forcing n/a High Low
Code Injection High High n/a
Modifying Cookies High High Low High
Cross-site Request High Very high Medium
Forgery
Cross-site Scripting High Very high Low High
Denial of Service High Medium n/a
File Inclusion High High Low Medium
E/Ihizséizsg Authorization High Medium Low
SQL Injection High High Low
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